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Strategic and legal dimensions of cyber war

Dr. Yahia mefrah EL-ZAHRANI *

Abstract:

This researcher aims to focus on the concept of cyber war, distinction
between the cyber war, and Cyber Security, as well as the evolution of this
phenomenon in an attempt to reach the legal rules which may apply in different
situation.

We tries to analyze the different legal and strategic aspect of cyber war
under the International Law, its application with taking in consideration the
different scenarios that may occur during cyber war.

This research also study the various threat source whether its external
sources of threat, or internal, and thus raises the strategic and legal question,
what is the role and responsibility of States in the international law in dealing
with this phenomenon, and what are the strategies (proactive - defensive -
precautionary) can be applied for protection from the dangers and electronic
threats, with the variation that is forming between cyber war and conventional
war.

Keywords: Law, politics, war, strategy, Cybernetics.
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