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Abstract—Group-oriented services are among the 

emerging technologies of the last few years. The 

advantages of using IP multicast in group 

communications, such as saving bandwidth, simplicity 

and efficiency are typically interesting for new services 

combining voice, video and text over Internet. Group 

key management, which is an important building block 

in securing group communications, has received a 

particular attention in both academic and industry 

research communities. This is due to the economical 

relevance of group-based applications, such as video on 

demand, video-conferencing, collaborative work. The 

key management concerns the distribution and updates 

of the key material each time a member joins or leaves 

the group. The dynamic aspect of group applications 

due to free membership joins and leaves in addition to 

members’ mobility makes difficult the design of 

efficient and scalable key management protocols. In 

this paper we review existing key management 

protocols to secure group communication in the 

literature and analyze their advantages and 

shortcomings. We also provide our own original 

proposals, depicting their advantages over the existing 

solutions. 

Keywords-security; confidentiality; group 

communication; key management 

I.  INTRODUCTION (HEADING 1) 

The phenomenal growth of the Internet in the last 
few years and the increase of bandwidth in today 
networks have provided both inspiration and 
motivation for the development of new group-
oriented applications and services, combining voice, 
video and text ”over IP”. Nowadays, group-oriented 
applications are increasingly deployed over the 
Internet such as video conferencing, interactive group 
games, video on demand (VoD), IP-TV, e-learning, 
software updates, database replication and 
broadcasting stock quotes. 

Unfortunately, the strengths of group-oriented 
applications, implemented either by IP Multicast 
[34], overlay Multicast [44] or other means is their 
lack of security. Indeed, the open and anonymous 
membership [14] and the distributed nature of 
multicasting are serious threats to the security of this 
communication model. For this purpose, many 
efforts have been conducted to address the many  

 

 

 

 

 

 

 

 

 

 

 

issues relating to securing group communication, 
such as: access control, confidentiality, 
authentication and watermarking. 

Group communication confidentiality requires 
that only group members could read data even if the 
data is broadcasted into the entire network [20], [3]. 
Typically, the distribution of data with commercial 
value or State top-secret content requires the use of 
appropriate mechanisms to prevent non-legitimate 
recipients from having access to the content. To 
ensure confidentiality in group communication, only 
the customers authorized for the service would have 
access to the content for only the duration 
corresponding to their authorization. A 
straightforward solution is to encrypt the group-
intended data by the sender with a group key, called 
Traffic Encryption Key (TEK), common to all 
authorized recipients. Therefore, this symmetric 
encryption should prevent other users from having 
access to the content. However, when the authorized 
duration for a recipient expires, it is necessary to 
change the common group key into a new key in 
order to prevent the leaving customer from having 
access to the content beyond the limit of his 
authorized duration. Therefore, the sender has to 
share the new TEK with all legitimate recipients 
except the leaving one. This phase is called re-
keying, and should be performed each time a 
customer joins the secure session to prevent him 
from having access to old content (what is called 
Backward Secrecy) or leaves the session to prevent 
him from having access to future content (what is 
called Forward Secrecy). The role of a group key 
management protocol is to generate, update and 
distribute TEKs to legitimate group members. To 
ensure perfect backward and forward secrecy, a re-
keying must be done each time there is membership 
changes (join or leave) in the group. The impact of 
this rekeying process on group members, commonly 
called 1-affects-n phenomenon, measures the number 
of affected members by a re-keying process. This 1-
affects-n phenomenon is a challenging issue in 
designing group key management protocols. If the 
group size keeps increasing, such a phenomenon will 
significantly degrade the system performance. In the 
last few years, a lot of group key management 
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protocols have been conducted in the literature to 
address the confidentiality issue in group 
communication [31]. Even though a multitude of data 
confidentiality mechanisms currently exist for the 
fixed Internet, this security service remains a 
challenging problem in terms of scalability, 
efficiency, and performance. A critical problem with 
any re-key technique is scalability: as the re-key 
process should be triggered after each membership 
change, the number of TEK update messages may be 
important in case of frequent join and leave 
operations. Some solutions propose to organize the 
secure group into subgroups with different local 
TEKs. This reduces the impact of the key updating 
process, but needs decryption and re-encryption 
operations at the borders of subgroups. These 
operations may decrease the communication quality 
and causes computational overheads. 

The rest of this paper is organized as follows: In 

section II, we overview group key management 

protocols. In section III, 

 

 
we discuss the advantages and inconveniences of 

each category of protocols. Finally, we conclude the 
paper in section IV. 

II. GROUP KEY MANAGEMENT 

PROTOCOLS 

Group key management has been extensively 
studied in the literature. Judge and Ammar [20], 
Rafaeli and Hutchison [31], Zhu and Jajodia [45] 
surveyed some group key management solutions. In 
this section we present relevant group key 
management protocols. In figure 1 we summarize 
some existing solutions in group key management. 
Existing key management solutions could be 
classified into three categories: centralized, 
decentralized and distributed architectures. 

 

A. Centralized Architectures 

In this approach, the key distribution function is 

assured by a single entity which is responsible for 

generating and distributing the traffic encryption key 

(TEK) whenever required. The most proposed 

centralized protocols in the literature use a common 

Traffic Encryption Key (TEK) for group members. 

Two techniques are used to ensure Key 

Management: Pairwise Keys and hierarchy of keys. 

In the pairwise keys the key server shares a secret 

key with each group member. These pairwise secret 

keys are generally called Key Encryption Keys 

(KEK) and are used to establish secure channels 

between the key server and each group member in 

order to re-distribute the TEK securely whenever 

required. In dynamic groups, a new TEK is sent to 

valid group members encrypted with their respective 

KEKs, including the new member in case of a join 

(to ensure backward secrecy), and excluding the 

leaving member in case of a leave (to ensure 

 

 
forward secrecy). A typical solution that fits into 

this category is the Group Key Management Protocol 
(GKMP) proposed by Harney and Muckenhirn in 
[16]. Similar solutions are those proposed by 
Dunigan and Cao in [12] and Poovendram et al. in 
[29]. This scheme has the drawback to require a high 
number of update messages (in the order of O(n) 
with n being the number of valid group members) to 
transmit the new TEK after membership changes. 
The aim of the hierarchy of keys approach is to 
reduce the required number of TEK update messages 
induced by re-keying after membership changes. 
Therefore, in contrast to the pairewise keys approach, 
the key server shares secret keys with subgroups of 
the entire secure group in addition to the individual 
secured channels. The Logical Key Hierarchy (LKH) 
protocol proposed at same time by Wong et al. in 
[41], [42] and Wallner et al. in [40], is a typical 
solution fitting into this category. The intermediate 
keys shared with different combinations of subgroups 
form a hierarchy (generally a binary tree) of keys. 

Figure 1.  A taxonomy of group key management protocols 
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The number of update messages induced by this 
protocol is in the order of log (n) with n being the 
number of valid group members. One-way Function 
Trees (OFT) [22], the One-way function chain tree 
[5], and the Efficient Large group Key distribution 
(ELK) [28] are variants of LKH protocol that allow 
to save some update message transmissions of 
intermediate keys of the hierarchy by replacing them 
with one-way function computations. In Centralized 
Flat table Key Management (CFKM) [39], the key 
hierarchy is replaced by a flat table and allows hence 
reducing the number of keys maintained by the Key 
Server. 

B. Decentralized Architectures 

In this category, a hierarchy of key managers 
share the labor of distributing the TEK to group 
members in order to avoid bottlenecks and single 
point of failure.We can distinguish protocols that use 
common TEK for the whole group and protocols that 
use a common TEK per subgroup. 

1) Common TEK protocols 
Ballardie proposed in RFC1949 [1] the Scalable 

Multicast Key Distribution (SMKD); a protocol 
where the main core of the multicast tree 
(constructed using CBT routing protocol [2]) 
mandates the secondary cores and other trusted 
routers to propagate the distribution of the TEK. This 
protocol has the drawback to be routing dependent. 
DeCleene et al. [15], [9] proposed the Intra-domain 
Group Key Management Protocol (IGKMP). In this 
architecture, the network is organized into 
administratively scoped areas in which a Domain 
Key Distributor (DKD) and many Area Key 
Distributors (AKD) are defined. Each AKD is 
responsible for one area. The DKD generates the 
TEK and multicasts it to the set of AKDs. When an 
AKD receives the TEK it propagates it to the group 
members of its area. In Hydra protocol (Rafaeli et al. 
[30]), the group is organized into subgroups, and 
each subgroup i is controlled by a server called the 
Hydra server (HSi). If a membership change occurs at 
subgroup i, the corresponding HSi generates the 
group TEK and sends it to the other HSjs involved in 
that session. Setia et al. proposed the Kronos protocol 
[36], where the whole domain is divided into smaller 
areas managed by different Area Key Distributors 
(AKDs). After each specific period of time, each 
AKD generates a new TEK and distributes it to the 
members of its area. The AKDs share some secret 
parameters that allow them to generate the same TEK 
after each time period. In MARKS [4], Briscoe 
suggests slicing the time length to be protected into 
small portions of time and using a different key for 
encrypting each slice. The encryption keys are the 
leaves in a binary hash tree that is generated from a 
single seed. A blinding function, such as MD5 [32] is 
used to create the tree nodes. Dondeti et al. proposed 
the Dual Encryption Protocol (DEP) in [11]. DEP 
considers the case where intermediaries may be not 
trusted, and thereby proposes to use a double 
encryption scheme in TEK distribution in order to 

prevent those intermediaries from having access to 
propagated TEKs. 

2) TEK per subgroup protocols 
The common TEK protocols has the drawback to 

require that all group members commit to a new 
TEK, whenever a membership change occurs in the 
group, in order to ensure perfect backward and 
forward secrecy. This is commonly called 1-affects-n 
phenomenon. 

In order to mitigate the 1-affects-n phenomenon, 
another decentralized approach consists in organizing 
group members into subgroups. Each subgroup uses 
its own independent TEK. Indeed, in this scheme 
when a membership change occurs in a subgroup, it 
affects only the members of the same subgroup. 
Mittra proposed in [23] the Iolus architecture which 
is a framework of a hierarchy of multicast subgroups. 
Each subgroup is managed by a Group Security 
Agent (GSA) which is responsible for key 
management inside the subgroup. A main controller 
called the Group Security Controller (GSC) manages 
the GSAs. Figure 2 illustrates a hierarchy with six 
subgroups. Each of them uses its own TEK. When a 
membership change occurs in a subgroup, only that 
subgroup is involved in a re-key process. This way, 
Iolus scales to large groups and mitigates 1-affects-n 
phenomenon. However, Iolus has the drawback of 
affecting the data path. Indeed, there is a need for 
translating the data that goes from one subgroup, and 
thereby one key, to another. Shields et al. proposed 
another protocol that uses the same concept, called 
the Keyed HIerarchical multicast Protocol (KHIP) 
[37]. KHIP operates at the routing level where core 
routers ensure the translation of the packets. Instead 
of translating data itself, the protocol translates only 
the headers of the packets that contain a random key 
with which data is encrypted. In the case of the 
framework proposed by Molva and Pannetrat in [24], 
each time multicast messages pass through special 
nodes on the multicast tree, they are transformed 
using special functions called Cipher Sequences. 
Another decentralized solution with TEK per 
subgroup is the architecture proposed by Yang et al. 
in [43] where multicast group is organized into a set 
of subgroups, and each subgroup is managed by a 
Key Server which redistributes periodically a new 
TEK to its subgroup members. Challal et al. 
proposed in [6] SAKM protocol. The idea of SAKM 
is to organize dynamically over the time the multicast 
group into clusters of subgroups that use the same 
TEK. Mukherjee and Atwood proposed the SIM-KM 
protocol in [26] which uses proxy encryption [25] to 
transform data at the border of a subgroup. Proxy 
functions convert cipher text for one key into cipher 
text for another key without revealing secret 
decryption keys or clear text messages. This allows 
SIM-KM to do subgrouping with data transformation 
in order to limit the impact of re-keying, even 
thought intermediaries are not trusted entities. Huang 
and Mishra [17] proposed the Mykil protocol with 
fault tolerance and mobility support [18]. The Mykil 
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Figure 2.  An example of a Iolus architecture 

 

protocol combines the TEK per subgroup and 
common TEK approaches. 

The ASGK protocol [7] (cf. figure 3), the group 
is organized into a hierarchy of administrative areas. 
Each area is managed by a local controller, that we 
call Area Security Agent (ASA). Each ASA is a 
member in its area and in its parent area. Thus, a 
ASA plays the role of a proxy for its area in the 
parent’s area. When a ASA receives a message from 
the parent’s area, it forwards it to the area under its 
control. Initially, all the areas use the same TEK, and 
thereby the task of the ASA would be simply to 
forward received messages. In this case, we say that 
the ASAs are in a passive state. In this configuration, 
a single membership change in any area would 
induce the distribution of a new TEK to the overall 
areas, because of using a common TEK. Hence, 
when one of the areas becomes dynamic, this area is 
isolated from the other areas in order to restrict the 
impact of re-keying to that dynamic area, and thereby 
reducing the 1-affects-n phenomenon. In such a 
situation, the ASA of the dynamic area takes the 
decision to use an independent TEK for its area.  

 

 

 

Therefore, upon receiving messages from the parent 
area (encrypted using the parent’s TEK), the ASA 
will translate them to the TEK used within its area 
before forwarding them downward. In this case, we 
say that the ASA is in an active state. The fact that an 
ASA becomes active increases the computation 
power at the ASA and the delays before delivery of 
messages to its area and downward areas. The 
objective in ASGK is to design an adaptive 
architecture where the different ASAs switch from a 
state to another depending on the faced dynamism in 

their areas and taking into consideration the induced 
computation overhead. 

SDKM [13] is a decentralized architecture which 
uses the same architecture that ASGK, but the 
partitioning is made in a way that reduces both 1-

affects-n and delay in transmission due to key 
translation operations.. 

C.  Distributed Key Agreement Protocols 

In this approach, the group members cooperate to 
establish a group key. This improves the reliability of 
the overall system and reduces the bottlenecks in the 
network in comparison to the centralized approach. 
Ingemarson et al. [19] and Steiner et al. [38] 
proposed to extend Diffie-Hellman key agreement 
protocol [10] to group communication. In their 
schemes, group members perform intermediate DH 
exchanges, through the ring, and finally culminate 
into the common group key. Perrig et al. proposed in 
[27], [21] DH-LKH a distributed Diffie-Hellman 
implementation of LKH (cf. section II-A) through 
hierarchical collaboration. Rodeh et al. [33] and 
Waldvogel et al. [39] propose distributed versions of 
LKH (D-LKH) and CFKM (D-CFKM) protocols 
respectively following a hierarchical cooperation of 
group members. Seba et al. [35] proposed the Fault-
Tolerant Group Diffie-Hellman (FTGDH) protocol 
where the key agreement is established only with 
members which are supposed correct. For that, 
failure detectors of Chandra and Toueg [8] are used. 
Indeed, the member Mi does not send its contribution 
to the successor Mi+1 but to correct (non faulty) 
successor. In FTGDH, each member can start the key 
agreement. 

III. DISCUSSION 

We notice that proposed solutions in the literature 
suffer from great concerns depending on group 
dynamism: protocols with common TEK suffers 
from the 1-affects-n phenomenon, where a single 
group membership change (join or leave) results in a 
rekeying process that disturbs all group members to 
update the TEK. Moreover, centralized protocols are 
not scalable, and 

 

 

Figure 1.  Adaptive clustering for Scalable Group Key 

management Architecture 

distributed ones bring new challenges such as 
synchronization, conflict resolution and required time 
to construct the key. On the other hand, decentralized 
protocols with TEK per subgroup approach reduce 
the 1-affects-n problem. This is advantageous for 
highly dynamic multicast groups. However, this 
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approach requires translation of sent messages 
whenever they pass from a subgroup to another, and 
this may not be supported in applications which are 
sensitive in transmission time and do not tolerate 
delays in packet delivery. Besides, this approach 
would not be worthy with relatively static groups 
because the multiple translations would induce 
avoidable delays and useless computation overheads. 
These shortcomings are due to the lack of dynamism 
awareness in existing group key management 
schemes. 

IV. CONCLUSION 

In this paper we have presented relevant group 
key management protocols. We have classified 
existing solutions into three main categories: 
centralized, decentralized and distributed. These 
categories can also be classified into two approaches: 
the common TEK approach and the TEK per 
subgroup approach. Both proposed approaches suffer 
from great concerns depending on group dynamism: 
the common TEK approach suffers from the 1-
affects-n phenomenon, where a single group 
membership change (join or leave) results in a re-
keying process that disturbs all group members to 
update the TEK. Moreover, centralized protocols are 
not scalable, and distributed ones bring new 
challenges such as synchronization and conflict 
resolution. Time-driven rekeying protocols attempt to 
reduce the 1-affects-n phenomenon by batch re-
keying, but then cannot be used with critical 
applications that require taking into consideration the 
membership change instantly. On the other hand, the 
TEK per subgroup approach reduces the 1-affects-n 
problem. This is advantageous for highly dynamic 
multicast groups. However, this approach requires 
transformation of sent messages whenever they pass 
from a sub-group to another, and this may not be 
tolerated by applications that are sensitive to packet 
delivery delay variations. Besides, this approach 
would not be worthy with relatively static groups 
because the multiple transformations would induce 
avoidable delays and useless computation overheads. 
These shortcomings are due to the lack of dynamism 
awareness in existing group key management 
schemes. Approaches presented in SAKM [6], 
ASGK [7] and SDKM [13] aim to reduce the impact 
of 1-affects-n phenomenon and translation overhead 
with using adaptive clustering of encryption areas 
into clusters that use the same Traffic Encryption 
Key. 
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